Want to learn the
tricks of a master

manipulator?

Read on...

No-one can manipulate me... can they?

Top 3 Tactics

We all have a weak spot, and it's decision-making. Not the big decisions
(although they're tricky enough!) but the little ones. How to sit, where to
look, whether to have another sip of coffee.

01 Emails that seem
to come from an
authority figure

To make all these decisions, we need to use unconscious rules of thumb. We
gain a lot of time this way, but we also create room for error.

Cybercriminals send emails that try to trigger our unconscious rules of
thumb. They know that if we act consciously on a phishing email, we're less 02

likely to fall for it. Scarcity: “Act now

or lose out!”
What do | need to watch out for?

Cybercriminals use lots of tactics to push us into quick decision-making. 03 !ncom ple_te
information that

An attachment with an intriguing title might make us too curious to resist. makes us curious
The danger of missing out—only one leftl—can push us to act without
thinking, as can a tight deadline.

Other tactics trigger our social instincts. A phishing email might seem to
come from an authority figure, like your boss, or from someone who seems

a lot like you. In fact, we're likely to trust people who say they know us, even
if we don’t recognise them! Some emails rely on our habit of following our N\

peers: “80% of your colleagues have already completed the survey.”
If you spot signs that an email

is trying to manipulate you,
carefully review its contents.
If you're suspicious, report it
at once to your manager or a

member of the IT / Security team.
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Look out

for our new training

lessons on the 7 persuasion
techniques and how to
identify them in phishing
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You won't believe
what she’s seeing...

Curious?

Read on...

What is Curiosity, Really?
L CRELCEVENES

Have you ever seen a child rip open a toy ‘blind bag,” only to instantly discard
the toy? Even as an adult, you might check the news before you've had your

morning coffee.
° Watch out for:

Curiosity is powerful. It's an urge to seek out new information. It's sometimes
so strong that we rush to find something out, and delays can make
us impatient or anxious.

01 Solitary links

We develop curiosity from an early age, because it's extremely useful. The
urge to find out more helps us learn, innovate, take on new challenges, and

enjoy our hobbies.

02 ‘Learn more’

But curiosity can also be used against us.

Unexpected files,

How Do Cybercriminals Exploit Curiosity? 03
folders or parcels

Cybercriminals exploit the human need to scratch a mental itch. If you saw a
mysterious QRI code in an unlikely place, would you be tempted to scan it?
It could be a trap set by a cyber-manipulator.

Phishing emails use tricks as simple as an interesting headline that invites

you to “click to read on,” or an attachment with a curious title. Most of us
won't fall for it most of the time, but if enough people receive it, some will

click before their rational brain can interrupt that curious urge. T e e
is trying to make you curious,
carefully review its contents.
If you're suspicious, report it

at once to your manager or a

member of the IT / Security team.

B> SharePoint

Hi,

Admin shared a confidential file with you via SharePoint.

View COMPANY_CONTRACT.pdf

Microsoft SharePoint Team

Look out
for our new training

u lessons on the 7 persuasion

techniques and how to
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DISCLAIMER: This email graphic simulates a phishing email. It is not a real email from the owner of the trademark or logo featured in the simulation. The trademarks and
logos featured in the simulation may be the property of their respective owners and are in no way associated or affiliated with the simulation, nor have the owners of
such trademarks and logos authorised, sponsored or endorsed the use of such trademarks and logos in the simulation.



You heard Uncle Sam.

Better read on...

READ THIS EMAIL

What is Authority, Really?
L CRELCEVENES

OK: Uncle Sam isn’t going to make you read an email. But what if your boss told
you to? Would you even check what it was before you opened it?

Watch out for:

We learn to obey authority from the moment we're born. Following the rules
set by our parents and teachers keeps us safe and helps us to become good
members of the community.

01 Jobtitles

By the time we're adults, obeying authority has become a deep-seated habit.

That means it can be used against us.

02 Brands and

overnment bodies
How Do Cybercriminals Exploit Authority? <

Cybercriminals know we’ll often act without thinking when we believe we're
obeying someone in authority. Awards and

accreditations
That's why phishing emails often appear to come from well-known brands,

government bodies, or people with important job titles, like CEO. Awards
and accreditations can also give an email the appearance of authority.

Because we're in the habit of responding to authority, some of us will act on
these signs before our rational minds have a chance to stop us.

If you spot signs that an email
is using the authority principle,
carefully review its contents.
If you're suspicious, report it
at once to your manager or a

member of the IT / Security team.

You have 1 new message

Look out

for our new training

lessons on the 7 persuasion
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DISCLAIMER: This email graphic simulates a phishing email. It is not a real email from the owner of the trademark or logo featured in the simulation. The trademarks and
logos featured in the simulation may be the property of their respective owners and are in no way associated or affiliated with the simulation, nor have the owners of
such trademarks and logos authorised, sponsored or endorsed the use of such trademarks and logos in the simulation. Image: https://unsplash.com/photos/g671d51J3RO



Last chance to get
your slice!

Tempted?

Read on...

What is Scarcity?

Have you ever seen people queueing round the block to buy a limited edition?
Maybe you've done it yourself!

When something seems rare or hard to get, we automatically feel that it's
more valuable. This is an in-built human bias. Deep down, what we really value
is freedom of choice. It's not that we necessarily want the limited edition: we
just don't want to lose the option of having it. When resources are scarce, it's a
sensible survival strategy.

But the fact that it's an automatic response means it can be used against us.

How Do Cybercriminals Exploit Scarcity?

Cybercriminals know we'll often act impulsively when something seems scarce.
They can make us even more impulsive by setting a time limit for action.

That's why phishing emails often urge you to act quickly, either to gain
something or to avoid a loss. These emails might make a tempting offer that
expires today, or warn you that you'll lose access to an account unless you
respond within 24 hours.

Because of our natural scarcity bias, some of us will act on these signs before
our rational minds have a chance to stop us.

® ™ New message /

From: <IT Department> ithelpdesk@helpdeskupbank.co.uk

Immediate Action Required: Verify email address

‘Your@upbank.co.uk’ password expires today at 17:00 PM.

Use the button below to choose your password, -—
or you will be randomly assigned one.

<https:/akabomed.us11.list-manage.com/track/click?u=8946djooid>

L CRELCEVENES

Watch out for:

01 Urgency
02 Deadlines

03 Limitations

If you spot signs that an email
is using the scarcity principle,
carefully review its contents.
If you're suspicious, report it
at once to your manager or a

member of the IT / Security team.

Look out

for our new training

lessons on the 7 persuasion
techniques and how to
identify them in phishing
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A random call asking
for a code is

That's your cue,

change your passwords.

>,
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You data calleq,
It wants a Safer
connection.
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You think

software updates
are annoying?

Try getting
hacked.
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If you SPOT &7 REPORT
the phish... the phish...

“ “ “ |
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Is there anything In
your background

that might be
saying too much?
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Engage your users,
before hackers do.

OutThink



Engage your users,

before hackers do.
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Installation Instructions

Introduction

This document provides step-by-step instructions on how to install
and use the Cybersecurity Awareness

Month video call backgrounds in Microsoft Teams, Google Meet, and

Q5
%

Zoom.
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Microsoft Teams:

Open Microsoft Teams and start
+ New meeting
a meeting or join an existing
meeting. # Join with an ID 3 Meet now

Click on the three dots (more

options) in the meeting control More

bar.

Select "Apply background effects". Video effects and settings
Click "Add new" and upload the 0

desired background from your device. Addnew

Select the newly added background
from the list and click "Apply".

Apply and turn on video

OutThink



Google Meet:

a Open Google Meet and start a

new meeting or join an existing

[ E&) Enter a code or link ]
meeting.

a In the bottom right corner, click

on the three dots (more o e

options). »

Click on the "+" button to upload a .
Q custom background from your )

device.

Select the uploaded background to A

apply it. 0*
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Open Zoom and start a new
meeting or join an existing

meeting. New meeting Join

In the meeting toolbar, click on
the "A" arrow next to the "Video" ii:dEO A
button.

and effects".

Click on the "+" button to upload a
new image.

Select "Adjust background

Select the uploaded background from A
the list to apply it. o*
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Cyber Security
Awareness Quiz

Quizzes

Cybersecurity
awareness quiz

(GE——

What is the term for a
phishing attack that
specifically targets a single
individual or organization?

ar phishing

b) Bulk phishing

c) Random phishing

d) Whaling

Choose your favourite or click here to download them all.

1. Cybersecurity Culture

2. Cybersecurity Awareness Training
3. Physical security

4. Art of Manipulation



https://forms.office.com/e/jSi6HwiyRA
https://forms.office.com/e/bpd2BSXJYA
https://forms.office.com/e/BugKWNHK0q
https://forms.office.com/e/yk41NTL5Um
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